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ABSTRACT

Current efforts within Information Operations (I0) to effectively measure the
influence and performance of products used to message primarily human target audiences
lack the benefits that web-based analytic technologies can provide. This thesis adapts
previous research dedicated to optical communications through Quick Response (QR)
codes as a messaging platform to provide a feedback channel for 10 messaging efforts
through optical communications technology. First, these concepts are applied to show
covert amphibious operations. Optical communications technologies, direct marketing
principles, and current 10 shortfalls are explored to determine whether optical
communications technologies can provide feedback channels for 10. The results are an
integration of the analytic techniques used by Internet advertising campaigns
incorporated into the continuous Observe, Orient, Decide, Act (OODA) loop decision-
making process of 10 practitioners. Integration of cyber-related analytic techniques offers
IO practitioners a larger set of tools to measure message delivery accuracy and gain
feedback on product effects directly from target audiences. This research recommends
exploration of applications of cyber-related capabilities associated with QR code
scanning to provide empirical proof of concept feasibility. The benefit of cyber-related
analytic tools is an increase in ability to accurately measure effectiveness and

performance for Information Operations.
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l. CHALLENGES, MOTIVATION, AND APPROACH

A. INTRODUCTION

The ability to operate within the information environment is essential to
successful military campaigns, yet it presents a difficult and unique set of issues when
conducting communications among friendly units during the full range of military
operations. The average military officer immediately thinks of communications in the
traditional context of information being transmitted via the radio frequency (RF) portion
of the electromagnetic spectrum (EMS), where data is sent via traditional analog means
or with an analogy signal modulated to represent the 1’s and 0’s of digital values.
Communications are essentially one-way or unidirectional, but most often

communications will elicit a response from the party receiving the information.

Since all wireless communications transmit over the electromagnetic spectrum,
and most modern communications use wireless means at some stage, many
vulnerabilities and limitations result from the use of this medium. First, access to the
EMS has the potential to be interrupted or jammed, thus denying the use of this medium
for communications. Second, when electromagnetic emissions are required to be
controlled or eliminated altogether in order to avoid detection, then communications
become severely limited. Severely restricted or unavailable communications retard the

ability of forces to operate in unison as well as command and control of those forces.

Communications are integral to command and control and are thus one of the six
Warfighting Functions of the Marine Corps (U.S. Marine Corps, 2005). There is,
however, the optical channel for communications that has a two-way or bidirectional
capability to both send and receive required information. Historically, this channel has
been utilized through flashing lights, flag semaphore, or other relatively slow mechanical
means. Recent research has provided a potential for employment of Quick Response
(QR) codes and, alternatively, digital flashing light (DFL) as new means for sending and

receiving communications covertly in the open.



Similar to command and control, within 10 it can be especially difficult to
effectively communicate to a target audience. There are many tools and products used to
communicate to target audiences; however, the majority of these methods that do not
involve direct contact are one-way. Given the unidirectional nature of most targeting
tools and products, forces do not have the ability to directly elicit a response from the
recipient in order to quickly measure the message’s effectiveness and enhanced
performance in achieving the desired behavior. Concern arises when a message has the
potential to achieve a specific behavior from the target audience but ends up producing a
behavior that is different from the one intended, causing negative effects to the greater
military operations. This concern leads to a need to measure these effects and
performance early and often, in order to get ahead of the unintended effects. If friendly
forces can measure the unintended effects early and often, then it is possible to produce
messages and themes to manage the unintended effects as well as address the second-

order and third-order unforeseen effects.

At the core, advertising and marketing campaigns are simply campaigns for
influence over a population that attempt to achieve a specific response, usually through
viewership or the purchase of a product. Traditionally, these occurred by identifying
mediums that the audience frequently used and placing ads in these mediums with the
hope that members of the desired audience see the advertisement and are influenced
sufficiently to purchase the product. For example, Nike has a new basketball shoe being
released and places an ad within the sports pages of a newspaper or in a popular sports
magazine in anticipation that the readers will see the ad and later purchase the shoe. The
effectiveness of these ads can only be measured indirectly through the increase in the
number of sales made, which came via the customer physically entering a retail store and
buying the product. There may be a strong correlation between increased marketing and
increased sales, but without further research, a direct relationship is not proven. Direct
website marketing revolutionized the way advertising agencies were able to tailor ads to
their intended audiences and achieve greater and more specific influence. A significant
change that came with direct marketing was the ability to obtain instantaneous feedback

from the audience that the advertisement reached, creating a two-way communication

2



channel via the Internet. This thesis open the door to similar impacts, effectiveness, and
performance becoming possible for 10 through the use of QR code links to Internet-based
information, allowing a full OODA loop to become possible where currently only
broadcast messaging is utilized.

B. PROBLEM STATEMENT

The information environment, which includes the human brain, is complex and
non-quantitative by the nature of the cognitive aspect of human decision making. This
complexity makes the observation of desired effects especially difficult when the target
audience of an 10 message is a specific person or population. 10 currently falls short in
its ability to quickly and qualitatively provide feedback regarding the influence a
particular message has on its target audience. Furthermore, there is a lack of application
in 10 of web-based feedback techniques currently used by direct marketing in the private

sector. More capabilities are needed to accomplish 10 effectively.

C. MOTIVATION AND PURPOSE

When examining the two-way optical channels that DFL and QR codes provide, it
appears that a new audience-feedback channel for 10 influence can be achieved. Using
QR codes for communications to and from a target audience can provide a two-way
medium for influence that includes deeper messaging and incorporates ways to gain
feedback more quickly and accurately. Coupling this concept with appropriate direct
marketing techniques used by advertising agencies can potentially allow for quicker
measures of effectiveness (MOESs) and measures of performance (MOPS), thus leading to
better tailored, more effective and efficient messaging within 10. The establishment of
QR codes or other similar technology as links for a two-way medium for influence and
messaging can provide 10 practitioners a new and effective capability. IO messaging
changes from a send-only broadcast-style effort to audience-directed feedback and a full-
fledged OODA loop.



D. RESEARCH QUESTIONS AND HYPOTHESIS
1. Research Questions

o How can Line-of-Sight (LOS) optical communication channels be
established, in the absence of radio frequency communications, for ship-
to-objective amphibious operations in order to demonstrate two-way
communication?

o How can a direct feedback loop from target audience to 10-planned
messaging be established?

. How can a direct feedback loop from target audience to IO-planned
messaging help measure the target audience’s response to message?

. How can a direct feedback loop assist in evaluation of measures of
effectiveness and performance?

2. Hypothesis

Previous concepts established through optical communication channels for
amphibious operations using DFL and QR codes can lead to a potential follow-on
application for a direct feedback loop increasing evaluation capabilities for 10 messaging.
If the direct feedback loop can be established, then appropriate direct marketing web-
based evaluation practices can be applied to 10 practices and the ability to observe MOEs

and MOPs will increase.

E. METHODOLOGY

This research first examines the challenges of communications in a contested
environment and provides motivation for a new method of optical communication to be
used in order to demonstrate the potential of two-way communications provided by
optical communications. Previous research has validated the ability to use QR codes as a
means of optical communication. Current research is ongoing with higher quality optical
devices in the maritime environment. Scenarios will demonstrate the need, as well as how
the optical communications channel can provide a tactical advantage in both Emissions
Control (EMCON) limited Amphibious Operations and within 10. A study of how
advertising and marketing were revolutionized by the feedback loop provided by direct

marketing will be conducted in order to analyze the methods for potential application to

4



10. The ability to link QR codes as an optical communications channel that utilizes two-
way communication for 10 messaging towards target audiences are explored in detail. No

field experimentation has yet been conducted.

F. THESIS ORGANIZATION

This thesis first explores the concept of optical communications for amphibious
operations while offering a two-way channel for landing craft and amphibious ships to
communicate from ship-to-shore as a means to illustrate the two-way communications
capability provided. It then explores the concept of two-way communication with other
technologies beyond DFL and optics, such as QR codes scanned by a target audience’s
cellphone or tablet. Finally, it explores the interaction of target audiences and 10
practitioners’ decision-making process, and presents direct marketing practices to provide
more information on the target audience’s reaction via a feedback loop. Profound

relationships and changes for 10 are beginning to emerge.

Chapter Il lays the baseline of knowledge for the proceeding chapters by
referencing previous works on QR codes, as well as studying different areas of potential
application. Two Naval Postgraduate School theses focused research on the technical and
the tactical use of QR codes as digital semaphore for the U.S. Navy’s ships as a means of
EMCOM communications. This chapter also synopsizes the baseline of knowledge to
understand 10’s basic principles, and takes a quick look at Edward A. Smith’s idea of

effects based approaches to operations.

Chapter 111 focuses on the application of optical communications and their
capabilities. It examines DFL and then provides a more in-depth look at the applications,
capabilities, and technical side of QR codes. The chapter also provides a vignette using
an amphibious landing scenario. Chapter IV analyzes the revolution that occurred in
advertising and marketing when direct marketing techniques began to grab the attention
of major corporations. Chapter V explores how to achieve the feedback channel for 10 by
discussing current shortfalls, providing examples and a vignette, and finally examining
Boyd’s Observe, Orient, Decide, Act (OODA) loop from an IO perspective. Finally,

Chapter VI concludes the thesis with recommendations and opportunities for future work.
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The appendices offer the reader several resources that are beneficial for the
comprehension of 10 Information-Related Capabilities (IRC) and QR code basic
concepts and principles. Appendix A provides an adaptation of the definitions of the IRC
from Joint Publication 3-13, Information Operations, in order to provide the reader with
a succinct overview of the IRC. Appendix B provides the Wikipedia QR code page as a
reference, which is accurate as of the date in this thesis. Appendix C is a QR code flyer
from the Network Optional Warfare (NOW) NPS Wiki page.

G. BENEFITS OF STUDY

The goal of this thesis will be to examine the application of optical
communication during an amphibious operation in order to apply the identified benefits
and characteristics to optical communication, web-based analytic, feedback channels for
10. This will lead to the idea of a two-way communication channel that is outside the RF
portion of the EMS and can provide other potential military force applications. QR codes
will be presented as one possible platform for two-way communications with target
audiences. This platform will be presented in conjunction with an examination of current
IO doctrine and tactics in order to improve the effectiveness and performance measuring
of information-based influence on target audiences through communications channels

utilizing a two-way communication concept as a method to create a feedback loop.

Additionally, 10 practitioners can benefit from the study of advertising and
marketing agencies’ web-based techniques used in direct marketing. This can lead to
advances and integration of cyber capabilities that can thoroughly benefit the intelligence

process, targeting, MOEs and MOPs for 10 campaigns.

The ultimate benefit will be to provide 10 practitioners with a new application
and concept for more immediate feedback to messaging MOEs and MOPs. However,
there will still be limitations within less technologically developed operating
environments. Important recommendations regarding potential future effectiveness and

performance measures of 10 are expected.



II. DOCTRINE AND RELATED WORKS

A. OVERVIEW

This chapter will focus on the previous work dedicated to discovering optical
communication channels beyond DFL and flag semaphore. Two theses have researched
and written on the subject of digital semaphore, with one focusing on the tactical
implications of QR codes used for optical communications and the other on the technical
aspects of QR codes and the optical channel they present. Both theses combined efforts
for experimentation with basic optics and QR code processing. The concepts of 10 will
be presented so that the reader will possess a basic understanding of the complexities
presented by the information environment as well as the difficultly in measuring
messaging effects and performance. Effects-based operations (EBO) will be addressed
specifically in regards to the complexity of these operations. Finally, the chapter will

conclude with the problem description.

B. INFORMATION OPERATIONS (10)

Just as the Industrial Revolution changed the mechanics of how the world
operated within business, warfare, and everyday life, the advancements within
information technology has also changed the way the world operates. These advances
have ushered in the “Information Age” which can be characterized by

the widespread proliferation of emerging information and communication

technologies and the capabilities that those technologies provide and will

provide humankind to overcome the barriers imposed on communications

by time, distance, and location and the limits and constraints inherent in

human capacities to process information and make decisions. (Alberts,

1997, p. 2)

If the world has in fact entered into the Information Age, then this means an
embarkation “on a journey in which information and communications will become the
dominant forces in defining and shaping human actions, interactions, activities and

institutions” (Alberts, 1997, p. 2).



Since the expansion of information technology has led to a new era within the
world, then warfare must also enter a new era, 10 or Information Warfare (IW) as the
Marine Corps refers to it. Joint Publication 3-13, Information Operations, defines 10 as
“the integrated employment, during military operations, of Information-Related
Capabilities in concert with other lines of operation to influence, disrupt, corrupt, or
usurp the decision making of adversaries and potential adversaries while protecting our
own” (U.S. Joint Chiefs of Staff, 2012, p. 84). Within the DOD’s doctrine for 10O, the
definition of the information environment is as, “the information environment is the
aggregate of individuals, organizations, and systems that collect, process, disseminate, or
act on information” which consists of three separate but related dimensions; the physical,
information, and cognitive (U.S. Joint Chiefs of Staff, 2012, p. 18).

1. Physical Dimension

Joint Publication 3-13 defines the physical dimension to be “composed of
command and control (C2) systems, key decision makers, and supporting infrastructure
that enable individuals and organizations to create effects” (U.S. Joint Chiefs of Staff.
2012, p. 19). It is seen as the actual physical environment in which these platforms and
people interact. Joint Publication 3—-13 states that “the physical dimension includes, but is
not limited to, human beings, C2 facilities, newspapers, books, microwave towers,
computer processing units, laptops, smartphones, tablet computers, or any other object
that is subject to empirical measurement” (U.S. Joint Chiefs of Staff. 2012, p. 19). Figure
3 summarizes the physical to be “Tangible, Real World.” This is traditionally where
military leadership applies tactics, fight battles, and measure the success of a campaign or
operation, hence the key terminology of empirical measurement.

2. Information Dimension

As Figure 3 shows, the information dimension is best represented as Data-Centric

(U.S. Joint Chiefs of Staff, 2012). Joint Publication 3-13 describes it as encompassing

“where and how information is collected, processed, stored, disseminated, and protected.

It is the dimension where the C2 of military forces is exercised and where the

commander’s intent is conveyed. Actions in this dimension affect the content and flow of
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information” (U.S. Joint Chiefs of Staff. 2012, p. 20). This dimension really can be seen
as the link of how data or information is transmitted between the participants or

audiences.

3. Cognitive Dimension

As was quoted earlier by Alberts (1997) in reference to the Information Age, the
information is targeted at the “human capacities to process information and make
decisions” or in other words, the cognitive dimension (p. 2). According to Joint
Publication 3-13, Information Operations, “the cognitive dimension encompasses the
minds of those who transmit, receive, and respond to or act on information” (U.S. Joint
Chiefs of Staff. 2012, p. 20). How people receive and respond to information is
drastically different between groups and individuals. The factors that can shape the
reception and response to information can range from emotions, upbringing, culture,
education, mental stability, religious beliefs, and even chemical imbalances within the
person. This shows the complexity of the cognitive dimension, and thus is why defining
these “factors in a given environment is critical for understanding how to best influence
the mind of the decision maker or create the desired effect” (U.S. Joint Chiefs of Staff.
2012, p. 20). Due to this complexity and the fact that decisions are made in the cognitive
dimension, many will agree that this is the most important component of the information
environment (U.S. Joint Chiefs of Staff. 2012).

Each dimension is influenced by and has influence on each of the other
dimensions. Information flow can skip the physical dimension and make it straight into a
human’s brain via the direct connection from information dimension to the cognitive
dimension, as shown in Figure 1. However, the flow of information can also be easily
passed over the physical dimension before influencing the cognitive. Many other possible
paths of information flow between the dimensions are possible. Figure 1 is the interaction

of all three information dimensions per Joint Publication 3-13



The Information Environment

Cognitive Dimengion

Human-Centric

Informational Dimension Physical Dimension
Data-Centric Tangible, Real Weorld

T o

Figure 1.  The Information Environment interacts between all dimensions in
both directions. Source: U.S. Joint Chiefs of Staff. (2012).

4. Information-related Capabilities

IO is the coordination of Information-Related Capabilities (IRC). Per Joint
Publication 3-13, the IRC include, but are not limited to Strategic Communications, Joint
Interagency Coordination, Public Affairs (PA), Civil-Military Operations (CMO),
offensive and defensive Cyberspace Operations, Information Assurance (l1A), Space
Operations, Military Information Support Operations (MISO), Intelligence, Military
Deceptions (MILDEC), Operational Security (OPSEC), Special Technical Operations
(STO), Joint Electromagnetic Spectrum Operations (JEMSO) or Electronic Warfare
(EW), and Key Leader Engagement (KLE). When the IRC are properly coordinated, they
can complement one another without conflict and are able to then influence a target
audience’s access to, or perception of, information. Further descriptions of the IRC are

listed in Appendix A.
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5. Requirement for Measures of Effectiveness (MOESs) and Measures of
Performance (MOPs)

In the DOD’s Information Operations Directive, DoDD 3600.01, the policy for 10
across all components of the DOD is defined. The directive states that “DOD 10
programs and activities will incorporate an explicit means of assessing the results of
operations in relation to expectations” (Department of Defense, 2013). This policy simply
states that all 10 activities need to have associated MOEs and MOPs. There is no issue
with creating a MOE on paper, however, it has proven difficult for current 10
practitioners to fully accomplish quantitative and qualitative means to assess the results.
The fundamental root-cause difficulty is that without a meaningful way to measure target
audience effects, no realistic or timely MOE are truly possible. While 10 effects from
certain IRCs are currently easier to measure, such as those for EW, others like MISO
have a much more difficult time measuring their effects because their target is the

complex human decision-making process, in the cognitive environment.

C. EFFECTS-BASED OPERATIONS (EBO)

Edward A. Smith’s Effects-Based Approach to Operations describes very similar
principles to those of 10. The idea is to focus on “a desired end result” or effect (Smith
2006, p. vi). Effects-based operations (EBO) are “coordinated sets of actions directed at
shaping the behavior of friend, foe and neutral in peace, crisis, and war” and can be
characterized by “a focus on the human dimension of competition and conflict; the
consideration of a full spectrum of actions whether in peace, crisis, or hostilities; a
multifaceted, whole-of-nation concept of power; and the recognition of the complex
interconnected nature of the actors and challenges involved” (Smith, 2006, p. 95-96).
Smith’s major arguments for EBO are derived from the fact that decisions made during
operations have many different possible outcomes, which do not necessarily follow a
specific order, and thus can be incredibly difficult to predict whether the desired outcome
will be achieved by one specific input. In his words, it is the “array of interdependent
variables in which the chain of causes and effects between an action and an outcome will

seldom if ever be the same, in which outputs are not proportionate to inputs” (p. Xi).
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Specifically, EBO is focused on four domains; physical, information, cognitive,
and social. These domains obviously have a very similar connection to the dimensions of
the information environments, with the added complexity of the social domain. The first
three domains are what make up the action-reaction cycle or how actions effect the
decisions of humans, which is depicted in the cognitive, information and physical domain
boxes of Figure 2. The steps of the action-reaction cycle are sense-making, decision
making, and execution. While the whole of the action-reaction cycle is important, Smith
places significant importance upon the human influence of the domains within the cycle
because “all effects-based approaches are ultimately about shaping human perceptions
and behavior, and because they depend heavily on human beings to make the complex
estimates and decisions involved” (Smith, 2006, p. ix). This is the cause for adding the
social element on top of the existing domains of the information environments for EBO.

Figure 2 shows the action-reaction cycle with the social domain added given by EBO.
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Figure 2.  The Action-Reaction Cycle integrates the Social Domain for further
complexity. Source: Smith (2006).
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In order to implement EBO, the action-reaction cycle must be organized, or
simplified, in a manner that the processes of assessment, planning, and execution can be
placed into the hands of the military decision makers. The result that Smith (2006)
created took the sense-making, decision making, and execution aspects and paired them
with assessment, planning, and execution with influence from the social domain directly

infusing into each step. The result is shown in Figure 3.

Social
( Influence \
2 ﬁf N
/ N’ \
! Sensemaking 1 " \
Assessment ' Awareness Demsmnmaklng I Planning
Creation
\: - /
Execution
\
S —— ,
Execution

Figure 3.  EBO Planning/Action-Reaction Cycle involves social influence.
Source: Smith (2006).

The complexity of the cognitive environment and the importance of influence in
this environment during military campaigns and operations leads to the question, how can
military leadership create strategies and tasks for information operations? The purpose
should not be to solve this complexity, but the answer is EBO. This is because “an
effects-based approach is about maintaining a laser-like focus on the ‘why’ of a mission
rather than a given approach or means to that end” (Smith, 2006, p. v). The concept of
EBO does not need to be executed perfectly, “only better than (the) opponents” (Smith,
2006, p. xv). When this same concept is applied to the OODA loops in Chapter V, it is
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associated to the notion of “getting inside the opponents OODA loop” and has

fundamental value.

D. DIGITAL SEMAPHORE USING QUICK REACTION (QR) CODES
1. Overview

Line-of-sight (LOS) communication has been a critical element of all tactical
operations within military history and even more so in modern military tactics with the
shift to maneuver warfare and decentralized command. LOS communications are
typically conceptualized by military leaders in current tactical environments through the
EMS in the form of high frequency (HF), very high frequency (VHF), and ultra high
frequency (UHF). The limitation of communications to this portion of the EMS is,
however, not necessary. Basic hand and arm signals are taught to every Marine while
learning fire team and squad tactics, which is a form of LOS communication that does not
involve any detectable acoustic or RF signature. The use of flags onboard naval vessels to
communicate between ships during underway replenishment is still a common practice,
also known as flag semaphore. Additionally, light has been used throughout history as a
form of signaling, seen in Figure 4. One of the most famous examples of the use of light
signaling is documented through words of Henry Wadsworth Longfellow in the second
stanza of his poem Paul Revere s Ride.

He said to his friend, “If the British march

By land or seas from the town to-night,

Hang a lantern aloft in the belfry arch

Of the North Church tower as a signal light, —

One if by land, and two if by sea;

And | on the opposite shore will be,

Ready to ride and spread the alarm

Through every Middlesex village and farm,
For the country folk to be up and to arm.”
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Figure 4.  Paul Revere’s Ride is an example of early optical communications
to spark a warning of imminent attack.
Source: Wikimedia Commons (n.d).

The story of Paul Revere’s ride is commonly taught in the American school
systems during primary education, yet despite early exposure to such concepts, the
modern U.S. military as a whole rarely trains or plans to use simple concepts such as light
signals. Rather military planners solely rely on complex technologies that are vulnerable

to exploitation and counterattack. Communications utilizing HF, VHF, and UHF are
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susceptible to detection and interception, as are optical communications, but more

specifically they can be jammed so that the communications cannot be received.

The problem with the susceptible nature of radio frequencies (RF), like VHF, as a
means for communications is that if it is in fact interfered with, the ability to conduct
coordination between units and higher headquarters is severely limited or completely
defeated. A potential workaround to RF interference was conceptualized by a team at
Consortium for Robotics and Unmanned Systems Education and Research (CRUSER)
Warfare Innovation Workshop (WIW) at the Naval Postgraduate School (NPS) in 2011.
The team’s solution adapted traditional flag semaphore and combined the use of QR
codes to optically communicate. As Richter states, “the use of QR codes for visual

communications has been coined Digital Semaphore” (2013, p. 1).

2. CRUSER

Consortium for Robotics and Unmanned Systems Education and Research
(CRUSER) is a research and education group at NPS, which is dedicated to developing
technologies and solving problems with robotic and unmanned systems through
innovation. The WIW in 2011 was “envisioned to provide a concept and/or mission
thread to guide CRUSER research activities” (WIW, 2011, p. 3). The purpose of this
WIW is further shown from the following paragraph.

Concept generation is one of CRUSER’s basic design tenets, and this

workshop’s primary goal. The mission directive given to the teams was to

generate ideas and concepts for employing UxS in dangerous and dirty
environments to accomplish specific missions. They were asked to
emphasize current or programmed systems where incremental or

evolutionary technical changes could have revolutionary operational
effects. (WIW, 2011, p. 9)

During the CRUSER WIW in 2011, the concept of utilizing QR codes as digital
semaphore to communicate outside of the RF portion of the EMS in a tactical
environment was first presented. The team that provided this solution consisted of Army,
Navy, and Marine Officers, along with engineers from the California Institute of
Technology, the National Aeronautics and Space Administration Jet Propulsion
Laboratory, and Space and Naval Warfare Systems Command Systems Center Pacific—
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TEAM Piranha. They were given a specific set of problems to solve from a given military

war-gaming scenario.

TEAM Piranha’s overarching intent was to compel the enemy to withdraw
from the area without resorting to armed conflict in order to support
freedom of mobility for U.S. and allied interests. Key factors the team
considered in developing their strategy included geographic and overall
strategic elements. The adversary armed asset sites given in the scenario
provided area denial capability. (WIW, 2011, p. 22)

Within the team’s presented scenario, they laid the following criteria for potential

solutions:

TEAM Piranha prefaced their concept generation with a discussion of
solution criteria, proposing that any solution should minimize the risk of
escalation and risk to U.S. personnel life. Concepts should also maximize
use of existing technologies and retask or modify their capabilities.
Finally, any concepts considered were evaluated using the following four
factors: 1) Unmanned 2) Cost 3) Benefit 4) “Wow” factor. (WIW, 2011, p.
23)

QR code generation used to support digital semaphore was presented as part of
the team’s concept for support to direct operations. The idea they presented came from

the desire to transmit communications passively over distance.

Simple data matrices like quick response (QR) codes or bar codes can be
displayed on digital screens (or use physical panels that flip over from
white to black). The message recipient uses a high resolution camera (a
satellite, airplane, UAV, etc.) to view the image and process the code into
usable data. The message sender could be a semi-submersible UUV that
can get to the surface but does not want to expose itself. The concept
could also be used for sending messages between ships, ship to shore,
shore to ship, etc.

This concept’s benefits include: a low observable signature because the
message sender is not actively transmitting a signal, low power required
because there is no active signal, potential for long range because it would
only be limited by the camera’s power, applicability to many platforms
(e.g. UxS, ships, aircraft, satellites, shore sites, covert embedded assets,
etc.), a relatively high data rate compared to many other passive
communications systems, and it could be used not only in the visual
spectrum, but also with IR if heated panels are used, or radar if panels with
different radar reflectance are used.
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The drawbacks to this concept include: it is limited by environmental
conditions such as line of sight, visibility, haze, clouds, dust, etc.; it is
potentially difficult to receive a message from non-steady platform such as

a USV at long distances; if two-way communications are desired, a high

resolution camera on both platforms to receive messages is required.

(WIW, 2011, p. 23-24)

Another CRUSER-sponsored workshop (Digital Semaphore, 2012) took the
digital semaphore concept presented during WIW and showed proof of concept for the
optical communications medium. As Lucas notes on the results of the CRUSER
workshop, “increasing use of online and offline QR code creation applications in industry
and the availability of digital storage allow users to find, encode and decode these two-
dimensional barcodes with few barriers to success” (p. 18). While the workshop showed
ease of processing the QR codes, it also identified that to operate within the complexities
of a tactical environment, specific equipment and technology are needed for successful

implementation (Digital Semaphore, 2012).

During the follow-on CRUSER work, two U.S. Naval Academy Midshipmen
demonstrated the ability to quickly create and process QR codes through software
developed by Mike Bailey and the Scenario Authoring and Visualization for Advanced
Graphical Environments (SAVAGE) Lab. This was the proof of concept for QR code
streaming communication. The Midshipmen were able to type messages into the
program, which then created a QR code and displayed that QR code onto a screen. The
receiving party’s laptop webcam captured the QR code’s image from the screen and then
the corresponding laptop decoded the QR code. The decoded QR code was displayed as
text within a text chat window that the Midshipman then read. The Midshipman who
received the first QR code was able to read the message, cognitively process the message
and reply within the text chat window. The process was repeatable so that the
Midshipman, who sent the first message, was then the receiver and a stream of optical
communication between the two separated parties was established (Tactical QR Code

Communication, n.d.).

The work done by the CRUSER workshops lead to the tactical and technical
theses using QR codes for digital semaphore by NPS student, Richter and Lucas,
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respectively. These two theses were done in collaboration together, thus much of the

information presented by each overlaps.

3. Tactical Implications

Richter (2013) addressed the issue of providing the U.S. naval fleets with a new
method of visual communications from ships to planes and UAVs at a tactical level in his
master’s thesis; Digital Semaphore: Technical feasibility of QR code optical signaling for
fleet communications. This problem was addressed in order to enable forces to maintain
operational effectiveness when emission control restrictions are imperative to mission
success. Richter’s thesis looked at related works on digital visual signaling through
digital semaphore and provided a historical look at the importance of maritime
communications and visual communications, including the methods by which these are
accomplished. Electronic line-of-sight communications, to include UHF and VHF, were
addressed by their advantages and disadvantages. In another chapter, Richter discussed
the topic of emissions restrictions from emissions control to the effects of
electromagnetic radiation on ordinance aboard ships and aircraft in order to add to the
importance of non-electromagnetic means of communication. Richter’s research methods
and experimental results and analysis were discussed, as well as further recommendations

for work were given, of which was that of “Capabilities Beyond Naval Applications.”

An important part of Richter’s argument formation is the historical use and
effectiveness of visual signaling. The Battle of Trafalgar is used to “demonstrate the
importance of visual communications in a time where radio frequency line-of-sight
communications were not yet in existence” (Richter, 2013, p. 13). Admiral Horatio
Nelson was able to maintain command and control of his fleet as well as communicate
tactical maneuvering of his fleet in order to exploit weaknesses in the formations of the
French fleet. Richter also uses World War Il as an example of a period when radio
communications were standard operating procedure (SOP) but visual communications
were still utilized in the “event radio communications were destroyed due to the nature of
the war” (p. 15). Richter concludes the section of history by demonstrating that the use of

flag semaphore, flag hoist communications, and light communication have been effective
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for the duration of their employment due to the simplicity of the methods coupled with
simplicity of the required equipment. He also addresses the disadvantages of such

signaling methods.

After conducting qualitative and quantitative analysis through simulations and

field experimentation involving UAV QR code reading, Richter concluded that

the results of this research show that there are numerous advantages to QR
codes for communications in a tactical environment. QR code
communication provides numerous advantages over traditional RF LOS
communications. Since QR codes can be a visual method of
communicating, there are nor RF emission, which greatly reduce the
possibility of detection, intercept, and exploitation. (p. 115).

However, there were concerns that arose during experimentation. Movement of
QR codes while sensing has yet to be tested and caused concerns as to the feasibility of
processing. Additionally, due to experimental restraints on equipment, no detection past
five hundred yards was achieved, however it is likely that detection can occur at multiple

miles if higher quality equipment is used (Richter, 2013).

Richter visually depicts basic tactical scenarios for how QR code signals
communication or digital semaphore can be used with an operational concept grap